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The level of internet usage is getting higher every year which triggers a
large number of cybercrimes [1]
According to OWASP, Cybercrime has many types of attacks, one of
which is XSS [2]
XSS is a type of attack that allows an attacker to execute a script in the
victim's browser that can hijack user sessions, steal cookies, and leak
users' personal information [2]
In 2020, it was found that as many as 25% of the web had vulnerabilities
to XSS, it shows that web application security has not been addressed
effectively so efforts are needed to address the vulnerability [3]

BACKGROUND



Building a browser extension that is used
to detect XSS (XSS reflected type) using

LSTM-Attention (Long Short Term Memory
Attention). 

PURPOSE



RESEARCH QUESTIONS

How to build a browser extension in
detecting XSS attacks using the LSTM-
Attention algorithm?
How does LSTM-Attention work in XSS
detection on the web?
What is the accuracy level of browser
extension in detecting XSS attacks?



The expected result of this Final Project is
a browser extension used in the detection

of URLs containing XSS
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Non-conformity of the results
obtained, the implementation

carried out did not give
satisfactory results and did not

correspond to the purpose. 
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